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(57) ABSTRACT 

A method and computer for locally and remotely updating a 
BIOS using one update file that contains a local update 
program and a BIOS image. To locally update a client's 
BIOS, the system administrator can run the update file. To 
locally update program would then write the BIOS image to 
the client's computer memory thereby completing the local 
update. If, however, the system administrator wishes to 
remotely update the client's BIOS, the update file is run 
using an input parameter (such as a command line switch). 
This action causes the local update program to create a file 
containing the BIOS image with a header. Using this file, a 
remote update program writes the BIOS image to the client's 
computer memory. 
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METHOD AND COMPUTER FOR LOCALLY Having separate BIOS files to locally and remotely update 

AND REMOTELY UPDATING A BASIC the BIOS is costly, time consuming, and degrades the user's 

INPUT OUTPUT SYSTEM (BIOS) UTILIZING experience. 



ONE UPDATE FILE 
BACKGROUND 



SUMMARY 



The present disclosure, therefore, provides a method and 

This disclosure relates generally to correcting problems computer for locally and remotely updating a BIOS using 

associated with updating the basic input output system one update file that contains a local update program and a 

(BIOS) of a computer and, more particularly, to a method BIOS image that can be used for local or remote updates. To 

and computer for locally and remotely updating a BIOS 10 locally update a client's BIOS, the system administrator can 

using one update file. run the update file. The local update program would then 

When a computer (or any similar system or component) write the BI0S image to the client's computer memory 

is powered on, or booted, basic input output system (BIOS) thereby completing the local update. If, however, the system 

initialization code is used by the computer to test its hard- administrator wishes to remotely update the client's BIOS, 

ware and connectivity and to load all of the necessary 15 the update file is run using an input parameter (such as a 

operating code that allows the computer to perform needed command line switch). This action causes the local update 

tasks. The BIOS initialization code, which is stored in program to create a file containing the BIOS image with a 

memory (e.g. lash memory and/or any device that stores header. Using this file, a remote update program is executed 

digital information and can store the BIOS initialization 2Q which writes the BIOS image to the client's computer 

code), includes a power-on self test (POST) procedure, to memory. 

ensure that all computer circuitry is functional before run- A major advantage is achieved with the method and 

ning the operating code. The BIOS initialization code may computer of the present disclosure since only one file is used 

be accessed by a processor (e.g. central processing unit by a system administrator to perform local and/or remote 

(CPU), digital signal processor (DSP), microprocessor, 25 BIOS updates. As such, the problems discussed above are 

microcontroller, microcomputer, and/or any device that minimized allowing for a more efficient solution that 

manipulates digital information based on programming increases the client's experience, 
instructions) when the computer is booted. The BIOS, in 

addition to other functions that are loaded (e.g. reading and BRIEF DESCRIPTION OF THE DRAWINGS 

Wr ^i^n^/f? 0US x St ^ age u ySlemS SUCh 3S C ?- R0M 30 FIG. lis a diagrammatic view depicting some of the basic 

and DVD-ROM drives^ allow the computer to perform its components of lhe computer 0 f the present disclosure, 

vast array of features. The code that gives the computer this - 

ability is called the operating system (OS). The OS is stored , 9" 2 « a diagrammatic view of the computer being 

in a non-volatile storage module such as a hard disk. When ^ md u P daU \ d v ; a a u P dale file m 

the computer is booted (or reset) the BIOS code is run and, „ accordance with the present disclosure, 

after POST, the BIOS code allows access to the hard disk at FIG - 3 is a diagrammatic view of the computer and 

an address where code is stored which permits tile loading memory of the present disclosure. 

of the OS from the hard disk. After the OS is loaded, a user FIG. 4 is a flow chart depicting a method for locally and 

may begin to access various features found the OS (e.g. a remotely updating a BIOS with one update file that contains 

spreadsheet, etc.) or accessed through the OS (e.g. the world 4Q a local update program and a BIOS image in accordance 

wide web, email, etc.). with the present disclosure. 

Several situations exist in which the BIOS may have to be FIG. 5 is a flow chart depicting a method for combining 

updated. These situations include providing new BIOS fea- local and remote BIOS image update programs into one 

tures or functionality or providing fixes to certain BIOS update program in accordance with the present disclosure, 

problems. For example, a computer may need to receive a 45 

Year 2000 (Y2K) fix to ensure it operates correctly. The Y2K DETAILED DESCRIPTION 

fix may be placed in the BIOS initialization code. After the FIG. 1 depicts a personal computer, shown in general by 

BIOS has been updated, the computer can be rebooted me reference numeral 10, which can be in the form of a 

thereby enacting the Y2K fix. desktop computer, a laptop computer or a tower computer. 

In such a situation, the updating can be performed locally 50 The computer 10 includes a chassis 12 in which a mother- 

and/or remotely. If the updating were to be performed board 14 is mounted. A processor 16, a plurality of memory 

locally, the BIOS would be updated on a client's local modules 18, and two I/O devices 20 are mounted on the 

computer by executing a BIOS update program. A system motherboard 14. Two buses 16a and 166 are also provided 

administrator would most likely perform the update. The on the motherboard 14 and connect the processor 16 to the 

BIOS update program would replace the previous BIOS 55 memory modules 18 and to the input/output devices 20, 

image in the computer's flash memory with the image respectively. A power supply 22 is connected to the moth- 

contained in the update program. If the updating were to be erboard 14, and a pair of cable assemblies 24a and 24b 

performed remotely, a system administrator would remotely connect the power supply to a hard drive unit 26 and a disk 

update the client's computer BIOS. When a system admin- drive unit 28, respectively. It is understood that other 

istrator locally updates a BIOS, a local update program is go components, electrical traces, electrical circuits and related 

used and, when the system administrator remotely updates a devices (not shown) are provided in the chassis 12. Since 

BIOS, a remote update program is used. these are all conventional, they will not be described in any 

Since separate BIOS files are used to locally and remotely further detail, 

update tile BIOS, problems can arise. Since each file has a FIG. 2 depicts the computer 10 that includes the memory 

separate identification number or label, the system admin- 65 modules 18. The memory modules 18, which may be flash 

istrator may use the wrong file (i.e. identification number) to memory and/or any device that stores digital information 

perform a certain update causing various errors and delays. and can store the BIOS initialization code, are contained in 
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and/or operably coupled to the computer. When the BIOS coupled to the processor 16 and stores programming instruc- 

initialization code is to be updated (to add new features to an tions that, when read by the processor, cause the processor 

older BIOS version or to correct bugs with a current BIOS to write, using a update file that contains a local update 

version), the system administrator can use one BIOS image program and a BIOS image, the BIOS image to the memory, 

update file 30 for locally and remotely updating the BIOS. 5 The programming instructions further cause the processor to 

The update file 30, which is sent to the system administrator, create a file containing the BIOS image with a header; 

contains a local update program 32 and a BIOS image 34. execute a remote update program, process the file by the 

The update file 30 may be sent to the system administrator remote update program (which includes utilizing the header 

by a company initiating the changes to the BIOS (e.g. Dell to identify the file to the remote update program); and write, 

Computer Corporation) on a diskette or other medium able ^ using the remote update program, the BIOS image to the 

to transfer digital information (e.g. email, database memory. The processor 16 and the memory 18 perform 

download, etc.). To locally update a client's BIOS, the similar functions to those discussed in FIG. 2 and thus will 

system administrator can run the local update file 30. For not be described further. 

example, if the update file's 30 name is XYZ, the system Referring to FIG. 4, a method for locally and remotely 

administrator would type XYZ at the appropriate command updating a BIOS with one update file that contains a local 

line and initiate the local update. As the update file 30 is run, update program and a BIOS image begins at step 50 where 

it would begin to write the BIOS image 34 to the client's the local update program writes the BIOS image to memory, 

flash memory 18. When the local update is complete, the At step 52, the local update program is run with an input 

new BIOS image will have replaced the older image. parameter. The method proceeds to step 54 where the local 

The system administrator may also remotely update the 2Q update program creates a file containing the BIOS image 

client's BIOS utilizing the same update file 30. The update with a header. At step 56, a remote update program is 

file 30 is run using an input parameter (such as a command executed. At step 58, the remote update program processes 

line switch). For example, the system administrator would the file (which includes utilizing the header to identify the 

type XYZ/write_hdr_file at the appropriate command fine. file to the remote update program) and, at step 60 the remote 

This action causes the local update program 32 to create a 25 update program writes the BIOS image to the memory, 

file 36 containing the BIOS image with a header. The file 36 Referring to FIG. 5, a method for combining local and 

is extracted and used as input to a remote update program 38 remote BIOS update images into one update program begins 

while the header on the file 36, is used to identify the file to at step 62 where an update file that contains a local update 

the remote update program 38. The file 36 is then processed program and a BIOS image is created. The method proceeds 

by the remote update program 38 which writes the BIOS 3Q to step 64 where the local update program creates a file 

image to the client's computer flash memory 18 thereby containing the BIOS image with a header, 

completing the remote update. The present disclosure thus enjoys several advantages. 

The remote update program 38 can be used to remotely For example, only one file is used by a system administrator, 

update the BIOS image in every computer in the network user, client or automated process to perform local and/or 

and can also provide information regarding the software, 35 remote BIOS updates which saves time and reduces confii- 

hardware, and/or status of every computer via a monitoring sion. Additionally, system management statistics may be 

function. For example, the system administrator can use the collected for monitoring and evaluating each computer 

remote update program 38 via a particular application (e.g. and/or the entire network providing valuable metrics for 

Dell Computer Corporation's Open Manage™) to receive assessing the quality of the network, 

information such as the type of software running on a 40 It is understood that variations may be made in the 

computer or whether the computer is on-line or off-line. This foregoing without departing from the scope to the present 

type of information may be retrieved remotely for every invention. For example, several different BIOS images may 

computer in the system administrator's network. Such sys- be used by the system administrator with the local update 

tem management statistics are very valuable to a system program in the update file. Each image may represent 

administrator as they may indicate the state of every indi- 45 various BIOS changes that may be locally or remotely 

vidual computer and the entire network. updated on certain machines. Further, the steps taken to 

In addition to a system administrator, the BIOS image create the remote update program may be reduced to make 

may be locally and/or remotely updated by a user and/or an the updating process more efficient. Additionally, other 

automated process. Although a single user (as opposed to a statistics, such as the specific computers that have been 

client whose BIOS is updated by a system administrator) 50 updated and the status of those updates, can be received by 

may not generally be responsible for running system man- the system administrator and displayed on his/her computer 

agement programs, the user may perform the necessary screen. 

update functions. In such a scenario, the user may, for It is understood that other modifications, changes and 

example, locally or remotely download to his/her computer substitutions are intended in the foregoing disclosure and in 

the update file 30 from a database via the world wide web. 5S some instances some features of the disclosure will be 

The functionality of the update file 30 is similar to that employed without corresponding use of other features, 

described above and would be used to update the BIOS. Accordingly, it is appropriate that the appended claims be 

Further, the updating may be automatically initiated and construed broadly and in a manner consistent with the scope 

completed. For example, a computer may be loaded with the of the disclosure, 

update file 30 and given instructions to update the BIOS of 60 What is claimed is: 

every computer or to update specific computers in the 1. A method for updating a basic input output system 

network at a particular time. Additionally, the computer may (BIOS) of a computer containing memory with one update 

have intelligence built in that, when a certain criteria is met file that contains a local update program and a BIOS image, 

(e.g. a threshold is crossed), the computer automatically acts the method comprising the steps of: 

to update the BIOS. 65 locally operating in a first mode, by the local update 

FIG. 3 depicts the computer 10 that comprises the pro- program, to locally write the BIOS image to the 

cesser 16 and memory 18. The memory 18 is operably memory; and 
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alternatively remotely operating in a second mode, by the 
local update program, to create an image/header file 
containing the BIOS image with a header, and execut- 
ing a remote update program to process the image/ 
header file to remotely write the BIOS image to the 5 
memory. 

2. The method of claim 1 further comprising the step of 
running the local update program with an input parameter 
prior to creating the image/header file. 

3. The method of claim 1 further comprising the step of 10 
monitoring, by the remote update program, a plurality of 
computers. 

4. The method of claim 1 wherein the memory is con- 
tained in and/or operably coupled to the computer. 

5. The method of claim 1 wherein the BIOS image is 15 
locally and/or remotely updated by at least one of: an 
automated process, a system administrator, a user, and a 
client. 

6. The method of claim 3 wherein the monitoring is used 

to provide information regarding at least one of: software, 20 
hardware, and status to tile computer. 

7. A method for updating a first basic input output system 
(BIOS) image of an information handling system compris- 
ing: 
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providing an update file including a local update program 
and a second BIOS image, 

the update file being operative in a first mode to locally 
update the first BIOS image of the information han- 
dling system with the second BIOS image, 

the update file being operative in a second mode to 
remotely update the first BIOS image of the informa- 
tion handling system with the second BIOS image. 

8. The method of claim 7 wherein the second mode further 
includes executing the local update program with an input 
parameter such that in response the local update program 
appends a header to the second BIOS image. 

9. The method of claim 8 wherein the second mode further 
includes executing a remote update program with the second 
BIOS image and header as input thereto, such that in 
response the remote update program updates the first BIOS 
image of the information handling system with the second 
BIOS image via a remote connection. 

* * * * * 



09/25/2003, EAST version: 1.04.0000 



